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INTRODUCTION

Cloud computing services - AWS
Create web-based security training
application

Help mitigate security concerns
during deployment

Increase of development

and deployment

on AWS

Top S Cloud Service Providers

Secure Cloud Services Platform
Offers:

- Increased computing power

- Database storage

- Content Deployment
Amazon Elastic Compute Cloud (EC2)

Amazon Simple Storage Service (S3)
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OVERVIEW

Create Website Wireframe
Determine 15 Security Scenarios
Research Scenarios

Find Relevant Photos and AWS
Screenshots

F1ll Website with Information,
Photos and Screenshots

Rework Website Navigation

Every Cloud Needs A Secure Lining

Kelsey Aten (CS), Nikita Yerram (CS), Sam Young, (IT) Marshall Thompson (IT)

Sponsor: Ken Graf

AWS Shared Responsibility

Home Pro;

CYBER SECURITY TRAINING

DISCOVERY

S

One of the best ways to be sure there are no unauthorized API calls 1s to log your API calls using
CloudTrail. This will allow you to make sure users are only performing tasks they have been granted
permission to.

AWS CloudTrail logs AWS API calls and related events made by or on behalf of an AWS account.
The features can determine what actions users are taking as well as the resources they are using.

CloudTrail encompass’ the history of calls made by using the AWS Management Console, AWS
SDKs, command line tools, as well as, other higher-level AWS services, such as, Amazon EC2,
Amazon EBS. and Amazon VPC.

More Information: https://aws.amazon.com/cloudtrail/

Project Manager: Collette Powers
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REMEDIATION  PREVENTION

PREVENTING AN UNAUTHORIZED API CALL
Unauthorized API Calls can be prevented by ensuring the each [AM User has the correct permissions
to use the services and make the calls necessary.

AWS CloudTralil

AWS CloudTrail provides a record of your AWS API calls. You can use this data to
gain visibility into user activity, troubleshoot operational and security incidents, or
to help demonstrate compliance with internal policies or regulatory standards

Get Started Now

By looking at the logs you can determine many things, such as, when and what request was made.

REMEDIATION OF AN UNAUTHORIZED API CALL

Information that can be gathered from these logs include:

¢ which users and accounts have used the services supported by CloudTrail.
¢ Source IP address the calls were made from
¢ When the calls occurred

CYBER-KILL CHAIN

Detection Synthesis

Actions

amazon

web services

Education Environment

Scenar10: Main concern or Typical
security risk

15 Security Scenarios
- Overview

- Discovery

- Remediation

- Prevention
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FUTURE
PLANS

WEBSITE
Launching the Instance on AWS
Modifying the layout of the
website
Create a more 1nteractive
experience

DATA COLLECTION
Researching and gathering
detailed information for level 2
and level 3 use cases
Updating AWS information as
necessary



