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The Northeast Collegiate Cyber Defense Competition (NECCDC) is an annual cyber-security competition that aims to test the skills of the competing college teams in terms of their operational proficiency as IT workers. Students must attempt to secure a

mock business network while defending their services against a team of professional hackers. The teams are scored on whether or not they have their services operational and on how well they complete their assigned tasks. The team with the most
points at the end of the competition is deemed the winner.
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About: Tasks Completed:
The CCDC Inject Scoring Engine is a web * Set up secure web server to make engine
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The role of the IT group in the NECCDC event was to research, build, and support the 11 competitor Teams Incident Reports Created user and admin accounts
environments for the competition. ETP Server mewe e User Accounts Exploit Reports Entered injects
Defined competition and team information

Allowed for teams to transfer files to and
Research: Determined which operating systems and software packages would effectively allow the from the server, acting as a central file

teams to manage, run, and secure their services. repository. Ran on Mint Linux.

Build: Installed the operating systems and required software onto individual machines. Thoroughly Mail/SSH Server
tested proper compatibility and functionality to ensure the selected packages would work as Provided e-mail service for each team and

intended. When confident with the choices, made a clone of each system to deploy to every team. allowed users to remotely connect to the
server. Ran on Debian Linux.

Support: Assisted the competitors if they requested technical support. Helped package hardware and = Service Status: 2014-03-16 10:35:51
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There were existing versions of both the service scoring and inject scoring engines at the beginning of
this project. They needed to be modified and tested to ensure that they met all specifications for the
2014 competition. This project required collaboration with UNH CS IT Support and volunteer
competition administrators to complete all requirements.
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The project was broken up into two sections. The first section consisted of design and research Operating Systems
which was completed during the first half of the year. The second section consisted of Ubuntu Linux 13.10
implementation and testing which was completed before the competition in March 2014. Online Kali Linux 1.0.6 T r a ffi C C a t u r e
project management software was utilized to keep track of and distribute tasks to team members. Windows 7 Ultimate N Service Pack 1 p
Windows 8.1
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Each user machine was assigned an IP address by the DHCP server from the pool of 10.1.X.65-127, A traffic capture was implemented to + Intercepted all competition network activity
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_ _ - _ . o competition. The information captured was Analyzed collected traffic using Wireshark© to
Two user machines required additional services to be fully operational. The Kali Linux user used to verify that the teams weren’t verify that teams were following competition
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